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1	Decision/action requested
Approve the pCR to the CIoT TR
2	References
 [1]	3GPP TR 23.724
[2]	SA1 requirements 
3	Rationale
This contribution proposes a key issue on Connectionless data service IoT Ues described in SA2 TR 23.724. 
4	Detailed proposal
****************************** Start of pCR to CIoT TR xxxxx **********************************
5.x Key issue #y: User Plane data transmission with Connectionless signalling.
5.x.1	Description
This key issue addreses the Solution 29 in SA2 TR 23.724, ‘User Plane data transmission with ConnectionLess signalling’ solutions which supports infrequent small data transmission. In addition, it also provides improvements in UE TX Power Saving Functions, Overload Control for small data by avoiding CP messages for PDU session set up at every data transmission occurrence. 
The Connectionless service also covers the requirement for (Massive) IoT UEs that may move and need to send sporadic (potentially small amount) data: in this case the UE sends data to the 5GC via the user plane path without requiring more signalling in the network (RAN and Core) than the amount of user data to be transferred.
Connectionless service supports a fast switch from IDLE state to a CL-data state where data transfer occurs.
The UE registers to the network and set-up a PDU session that is indicated for CL signalling. When the UE exchanges MM or SM related signalling with the network a N2 connection is set-up. Once the MM or SM transaction(s) are over the N2 connection for the UE is released. 
Once the PDU session has been established, the UE is able to send and to receive data without any need to first set-up a connection on N2 or N3. All user plane traffic is carried over an N3 tunnel that can be shared by all active connectionless mode UEs that are currently being served by the same RAN node and the same PDU session type on the same UPF.
5.x.2 Potential security threat
Since the RAN node doesn’t use a UE specific security context to protect the transmission of the UE, the Connectionless radio resources of the RAN node could be consumed by UEs which are not authorized for this service. RAN node can be attacked to exhaust all the radio resources. 
Unauthrized UEs also may send invalid junk data to the UPF, which might transmit further in to the core network consuming all the bandwidth. Hence it should be possible for the UPF to receive Connectionless data packets only from legitimate UEs already registered for the service with SMF.
The connectionless data from the UE may be manipulated by the man in the middle. If the data is not encrypted, there is no privacy for the data. Also, if the data is not integrity protected, the data may be subject to manipulation.
5.x.1.2 Potential security requirements
It should be possible for RAN node to allow Connectionless service only genuine UEs who have successfully registered for CL service with the SMF.
It should be possible to for the termination pointsUPF to receive the Connectionless data only from legitimately regsitered UEs for the Connectionless service.
It should be possible for the UE and termination pointsUPF to encrypt and decrypt the Connectionless data packet with UE specific security keys.
IT should be possible for the UE and termination pointsUPF to integrity the Connectionless data packet with UE specific security keys.
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